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Introduction

In cryptography, encryption is the process of encoding information. This process converts
the original representation of the information, known as plaintext, into an alternative form
known as ciphertext. Ideally, only authorized parties can decipher a ciphertext back to
plaintext and access the original information. Encryption does not itself prevent

interference but denies the intelligible content to a would-be interceptor.

For technical reasons, an encryption scheme usually uses a pseudo-random encryption key
generated by an algorithm. It is possible to decrypt the message without possessing the key

but, for a well-designed encryption scheme, considerable computational resources and
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skills are required. An authorized recipient can easily decrypt the message with the key

provided by the originator to recipients but not to unauthorized users.

Historically, various forms of encryption have been used to aid in cryptography. Early
encryption techniques were often utilized in military messaging. Since then, new
techniques have emerged and become commonplace in all areas of modern computing.[1]
Modern encryption schemes utilize the concepts of public-key and symmetric-key.[1]
Modern encryption techniques ensure security because modern computers are inefficient

at cracking the encryption.

Secure Key A1 & Veracrypt in a symmetric-key scenario

It is possible to use two or more Secure Key A1 to share the symmetric-key between two

subjects, without sharing the original symmetric-key.
Prerequisites:

1) both the subject must install Veracrypt in their PC/Laptop

2) the two subjects must have the Secure Key A1 and share the Team PINs
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Step 1: Veracrypt Installation

Download Veracrypt from the official web site https://www.veracrypt.fr/en/Downloads.html

Step 2: Create an encrypted file

Press the button “Create Volume”
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Step 3: Create an encrypted file

Select “Create an encrypted file container” and press “Next>"

VeraCrypt Volume Creation Wizard

VeraCrypt Volume Creation Wizard

® Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended
for inexperienced users.

More information

Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire
external or secondary drive, entire USB stick, etc.
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Step 4: Select the volume type

Select “Standard VeraCrypt volume” and press “Next>"

VeraCrypt Volume Creation Wizard

Volume Type

® Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal
the password to an encrypted volume. There are many
situations where you cannot refuse to reveal the password
(for example, due to extortion). Using a so-called hidden
volume allows you to solve such situations without revealing
the password to your volume.

More information about hidden volumes
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Step 5: Select the volume type

Select the location of the new encrypted file volume and press “Next>"

VeraCrypt Volume Creation Wizard

Volume Location

Select File...
' Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt
container), which can reside on a hard disk, on a USB flash
drive, etc. A VeraCrypt container is just like any normal file (it
can be, for example, moved or deleted as any normal file). Click
'Select File' to choose a filename for the container and to
select the location where you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT
encrypt it; the file will be deleted and replaced with the newly
created VeraCrypt container. You will be able to encrypt
existing files (later on) by moving them to the VeraCrypt
container that you are about to create now.
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Step 6: Select the desired encryption algorithm

Check that the AES “Encryption Algorithm” and SHA-512 “Hash Algorithm” are selected and

press “Next>".

VeraCrypt Volume Creation Wizard

Encryption Options

Encryption Algorithm
AES < Test

FIPS-approved cipher (Rijndael, published in 1998) that may be used by U.S.
government departments and agencies to protect classified information up to the
Top Secret level. 256-bit key, 128-bit block, 14 rounds (AES-256). Mode of
operation is XTS.

More information on AES Benchmark

Hash Algorithm

SHA-512 C  Information on hash algorithms
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Step 7: Define the volume dimension

In the example a 10Mb Volume is going to be created, if you desire a bigger volume you can

select the desired size and press “Next>".

VeraCrypt Volume Creation Wizard

Volume Size

10 MiB ¢
Free space available: 85.3 GiB

Please specify the size of the container to create. Note that the
minimum possible size of a volume is 292 KiB.
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Step 8: Set the password with your Secure Key A1

Remember that Veracrypt accepts up to 128 character passwords. You have two different

options to secure this file:

1) Share the password C password generated with Secure Key with one media transfer
like the email and the D password with other messaging solution like Whatsapp
2) Share only the team masked password with some one the already has SecureKey

A1 with the same team PINs

VeraCrypt Volume Creation Wizard

Volume Password

Password: |

Confirm password:
Use PIM
Display password
Use keyfiles Keyfiles...

It is very important that you choose a good password. You
should avoid choosing one that contains only a single word that
can be found in a dictionary (or a combination of 2, 3, or 4 such
words). It should not contain any names or dates of birth. It
should not be easy to guess. A good password is a random
combination of upper and lower case letters, numbers, and
special characters, suchas @ * = $ * + etc. We recommend
choosing a password consisting of 20 or more characters (the
longer, the better). The maximum possible length is 128
characters.
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Step 9: Open/mount the encrypted file volume with your Secure Key A1

Select the file just created by clicking on “Select File...”, than insert the requested password.
Now a new volume will be available on your operative system. Save and update the needed
file inside the volume. Remember to unmount all the encrypted volumes with the button

“Dismiss all” before shutdown the PC.
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